THE GERMAN
ENIGMA
MACHINE

“The most fearsome system of encryption
in history.”
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WHAT IS AN ENIGMA MACHINE"

Mr. and Mrs. Dursley, of number four, Privet Drive, were

proud to say that they were perfectly normal, thank you

very much. They were the last people you'd expect to be

involved in anything strange or mysterious, because %9
they just didn't hold with such nonsense. g

| o

During WWII the German Military employed an

encryption machine to encrypt all messages

before transmission. ZUALH JGOCJ ECIWI XZDXI FNHWZ XQHGM
ROGLD LMOTH RWIVD UFVOR RPPBI GEJFZ
XIEWJ VBTFK XONXK OZITI FHWHM KJYFK
GMJIC AAGXA ONMXV MUEYN IPLAK QCFWJ
OOLHZ XLBXM VWFFJ YULES OXYQU IFKAM
XSZBY FXUDUICS FVEFY KNWKJ JMVKW
UWZIR DNJFH XTOFI SWWUK XAFNN PMLKA
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01

BACKGROUND

Include Enigma'’s
background story and
effortsto break its
code.

05

PLUGBOARD

Include plugboards for
the simulator.

PROJECT DESCRIPTION

02

INTERACTION

Develop a creative
and interactive way to
describe how Enigma

works.

06

COLOSSUS

Investigate how the Allies

broke Enigma’s code and

the role Colossus played
in the effort.

03

SIMULATOR

Develop an
application that
simulates an Enigma
Machine.

07

DECODE

Provide encoded messages
for the user to simulate the
methods used by the Allies
to obtain correct initial
settings.

04

VISUALS

The simulator should
visually demonstrate
the encoding steps.

08

PHYSICAL

Look into constructing a
physical Enigma Machine
that encodes messages
the same way as the
simulator.
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A LITTLE HISTORY

Who, what, when, where, and why?
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Arthur
Scherbius

German Engineer

1879-1929
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How it works
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Sonder-Maschinenschliissel BGS

itachmen !
Walgenlage T Ringstellung Steckerverhindungen Keungry
I II V |10 14 02| BF SD AY HG OU QC WI RL XP ZK [ yqv wuc
V IV I |04 8 01| DI ZL RX UH QK PC VY GA SO EN | mqy wts ¢
IIT vV II |13 11 06| ZM BQ TP YX FK AR WH S0 NJ 06 | aky vdv q
I IITIr |09 16 12| N MT RL OY HV IU GK FW PZ XC | nfh vce |
131, TN T 06 03 15| BF GR SZ OM WQ TY HE JU XN KD | bec jmv
I ILL ¥ 19 26 08 GS VD CQ LE HI BO JP UZ FT RN wvu yem - ||
II I IV |05 01 16| KA ZH QP GR MF LJ OT EN BD YW |ktv muq {
IITIT Iy |22 02 06| PI KM JB YU QS OV ZA G¥ CH XF | zed iwo |
IVIIIII |08 11 ‘07| SX TD QP KU F¥B YN CO IK WE GZ | epm mge
I vV II 13 02 26| GP XH I§ BO NU MD SA ZK QR LT | aam mvy |
wiIwvw 17 24 03| XC AQ OT UZ HD RG KM BL NS J¥ [ 1tl blu |
IV I III [15 22" 12| PO TV QC 25 ®X WR BJ DK FU LA | non 1lic ¢
V I III |13 24 21| HA GM DI VK JP YU EF TB ZL XQ | ecd ciq
IV Vv . 83 09 20| X¥W PZ SQ GR AJ UO CN BV TM EI | fjh 2ts |
IITII V 21 24 15| UT ZC YN BE PK JX RS GF, IA QH [.oub eci |
IVIIT V 07 0L 13| IN YJ SD UV GF BH TK QE AR OP | kex paw
I IV .TT 15 04 25| T™ IJ VK OY NX PR WL GA BU SF | sdr pbu |
III II IV 10 23 21 WT RE PC ¥Y JA VD 0I HE NX ZS mhz 1ff |
L 2l 14 04 12| AN IV LH YP WM TR XU FO ZB ED | rqh ucm
Iy 1 07 19 02 HR NC IU DM TW GV FB ZL EQ OX asy xza |
I.% 1V 13 15 11| NX EC RV GP SU DK IT FY BL AZ |gyd iuq |
D R | 09 20 19| FN TA YJ E0 EG PC VD KI XH WZ | pyz ace |
I IV V 14 10 25 VK D¥ LH RF JS CX PT YB ZG MU nyh fbd
Iwvi 22 04 16| PV XS ZU EQ BW CH A0 RL JN TD | tck nts
v I Iv [18 11 25 TS IK AV QP HW FM DX NG CY UE | mhw 1wb .1
IV I III |02 17 20 KZ FI WY MP DS HR CU XE QV NT uwyt  vdk,
I VIV j 26 09 14 VW LT PB PO ZK.GS RI QJ IM XE suw  tsw
IWIII V ; 07 01 1 QS YA XW ER MP HT DU OV CL FZ uby usi R
I IV 05 16 03| FW DL NX BV KM RZ HY IQ EC JU | tns volw
ITE 3 11 i 12 22 17 DW U0 PY GR FS EQ KT CL AI ZB smz 1bl ']
I IIT: 11 | 04 18 06| ZN OM CR UI EKP WQ SE JV LX TF [ ghr vqv ¢

Decryption:

Why was enigma so hard
for the Allies to crack?

The answer comesin the from of a lot of math...
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MATH

Theoretical

6
Plugboardz <2p(2 )>X(2P—3)><---><1=6.559x1079

Reflectors: 26! x (26! — 1) x (26! — 2) x 263 = 1.152 x 1084
25X 23 XX 1= = = 7.905 x 10*2
Rotors: Xl= =T,

Unique Starting

~ 114
Configurations: ~3.283 X 10

Most Common
26! ”
Plugboard: g 1grxgm = 1507 % 10
Reflectors: 1

5
Rotors: <3> x 263 = 1.054 x 10°

Unique Starting

- 23
Configurations: =~ 1:074x10
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Trying each setting possible for the day
would take you a few million years.

ONE IIIIES NOT SIMPLY

BRUTE FORGE THE DAY'S Ellliilll SEITINGS



SO HOW DID THE ALLIES CRACK THE CODE?

Bletchley Park

e AlanTuring
e C(Colossus
e Bombes

IMITATION.
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MY SIMULATOR
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WHAT I NEEDED TO INCLUDE

INTERACTION SIMULATE
Allow the user to 02 Accurately reproduce 03
take part. how the enigma

would encrypt.

VISUALS PLUGBOARD

Show how a letter 04 Allow the user 05
passes through the to modify the
machine. plugboard.

EDITION N2001
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MY FIRST VERSION

e (++Console Application
e b-digit hex code initial setting ID
e 4encryptionmodes

e Quick

e [Descriptive
e Line

o File

It's really ugly, but it works.
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EDITION N2 001

RotoriR Plugboard
Hello Capstone!

Rotor2R

Rotor3R

[
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¥
w
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w
=

PLUGBOARD

Rotor3

SNC COMPUTER SCIENCE CAPSTONE

REFLECTOR

ROTORZ

ROTOR2
Rotor2

ROTOR1
Rotorl

Your Settings

Use random encryption...........
Use specific encryption.........

ID
for quick encryption...............
for descriptive encryption.........
for line encryption................
for file encryption................

Plugboard

enter line to encrypt (any characters not in alphabet will be ignored, spaces will be preserved):
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MY SECOND VERSION

e C# Windows Form Application
e Depicts path through machine
e Allows for:

e Plugboard configuration

e Rotortop change

e Rotororderchange
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DEMO
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PHYSICAL ENIGMA

How hard could it be?
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MAIN COMPONENTS

KEYBOARD LIGHT BOARD
Breadboards and tactile LED bulbs
buttons
PLUGBOARD ROTORS & REFLECTOR

3D printed components, brass

Banana plugs and cables
piug screws and hex nuts
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ROTOR MODEL

Designed 3D model of a rotor in Autodesk
Fusion 360

Printed using an Ender-3 3D printer
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WORKING FOR ] HOURS STRAIGHT

Turns out engineering is hard

M|scovenng~my,i;;. E
 machine-doesnitiwork | == '
a'jweek' and}'éihalf
¢before-presentat|ons

© M\




PROBLEMS

What works:
e Plugboard
e Keyboard
e Lamp board
e [Internal of rotors

What doesn’t work:

e External of rotors
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VIDEO
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01

BACKGROUND

Include Enigma'’s
background story and
effortsto break its
code.

05

PLUGBOARD

WHAT I ACCOMPLISHED

02

INTERACTION

Develop a creative
and interactive way to
describe how Enigma

works.

06

COLOSSUS

03

SIMULATOR

Develop an
application that
simulates an Enigma
Machine.

07

DECODE

04

VISUALS

The simulator should
visually demonstrate
the encoding steps.

08 «

PHYSICAL

Provide encoded messages
for the user to simulate the
methods used by the Allies
to obtain correct initial
settings.

Include plugboards for
the simulator.

Investigate how the Allies

broke Enigma’s code and

the role Colossus played
in the effort.

Look into constructing a
physical Enigma Machine
that encodes messages
the same way as the
simulator.
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EXTENSIONS

e A working physical model

e A mode where users can attempt cracking the code
e Replicating Colossus
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Thanks to...

Dr.McVey |(us
Dr.Pankratz A3 .
Dr. Olson ? B
Abby Kramer
Dr. Meyer

Ben Stafford
SNC Physics Majors

Geeks for Geeks
Stack Overflow
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QUESTIONS?
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