
THE GERMAN 
ENIGMA 

MACHINE
“The most fearsome system of encryption 

in history.”

SATURDAY ● APRIL 27 ● 2024 SNC COMPUTER SCIENCE CAPSTONE EDITION Nº 001



WHAT IS AN ENIGMA MACHINE?
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ZUALH JGQCJ ECIWI XZDXI FNHWZ XQHGM 
ROGLD LMOTH RWIVD UFVOR RPPBI GEJFZ 
XIEWJ VBTFK XONXK OZITI FHWHM KJYFK 
GMJIC AAGXA ONMXV MUEYN IPLAK QCFWJ 
QQLHZ XLBXM VWFFJ YULES OXYQU IFKAM 
XSZBY FXUDUICS FVEFY KNWKJ JMVKW 
UWZIR DNJFH XTQFI SWWUK XAFNN PMLKA

Mr. and Mrs. Dursley, of number four, Privet Drive, were 
proud to say that they were perfectly normal, thank you 
very much. They were the last people you’d expect to be 
involved in anything strange or mysterious, because 
they just didn’t hold with such nonsense.

During WWII the German Military employed an 
encryption machine to encrypt all messages 
before transmission.



BACKGROUND

Include Enigma’s 
background story and 

efforts to break its 
code.

01

PROJECT DESCRIPTION
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PLUGBOARD

Include plugboards for 
the simulator.

05

INTERACTION

Develop a creative 
and interactive way to 
describe how Enigma 

works.

02

COLOSSUS

Investigate how the Allies 
broke Enigma’s code and 
the role Colossus played 

in the effort.

06

SIMULATOR

Develop an 
application that 

simulates an Enigma 
Machine.

03

DECODE
Provide encoded messages 
for the user to simulate the 
methods used by the Allies 

to obtain correct initial 
settings.

07

VISUALS

The simulator should 
visually demonstrate 
the encoding steps.

04

PHYSICAL

Look into constructing a 
physical Enigma Machine 
that encodes messages 

the same way as the 
simulator.

08
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A LITTLE HISTORY 01.
Who, what, when, where, and why?
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Arthur 
Scherbius
German Engineer

1879-1929
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How it works
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Decryption:
Why was enigma so hard 

for the Allies to crack?

The answer comes in the from of a lot of math…
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MATH
Theoretical

Plugboard: 

Reflectors: 

Rotors: 

Unique Starting 
Configurations: 

Most Common
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Plugboard: 

Reflectors: 

Rotors: 

Unique Starting 
Configurations: 


𝑝=0

13 26

2𝑝 2𝑝 − 1
× 2𝑝 − 3 ×⋯× 1 = 6.559 × 1079

26!

6! × 10! × 210
= 1.507 × 1014

26! × 26! − 1 × 26! − 2 × 263 = 1.152 × 1084

25 × 23 ×⋯× 1 =
26!

13! × 213
= 7.905 × 1012

5

3
× 263 = 1.054 × 106

1

≈ 3.283 × 10114 ≈ 1.074 × 1023



Trying each setting possible for the day 
would take you a few million years. 



SO HOW DID THE ALLIES CRACK THE CODE?
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Bletchley Park
● Alan Turing
● Colossus
● Bombes



MY SIMULATOR 02.
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Allow the user 
to modify the 

plugboard.

Allow the user to 
take part.

PLUGBOARD

INTERACTION
Accurately reproduce 

how the enigma 
would encrypt.

SIMULATE

Show how a letter 
passes through the 

machine.

VISUALS

WHAT I NEEDED TO INCLUDE

02 03

04 05
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● C++ Console Application
● 5-digit hex code initial setting ID
● 4 encryption modes

● Quick
● Descriptive
● Line
● File

It’s really ugly, but it works.

MY FIRST VERSION
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● C# Windows Form Application
● Depicts path through machine
● Allows for :

● Plugboard configuration
● Rotor top change
● Rotor order change

MY SECOND VERSION
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DEMO
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PHYSICAL ENIGMA 03.
How hard could it be?
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MAIN COMPONENTS

KEYBOARD

Breadboards and tactile 
buttons

LIGHT BOARD

LED bulbs

PLUGBOARD

Banana plugs and cables

ROTORS & REFLECTOR

3D printed components, brass 
screws and hex nuts
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ROTOR MODEL

Designed 3D model of a rotor in Autodesk 
Fusion 360

Printed using an Ender-3 3D printer
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Turns out engineering is hard



PROBLEMS

What works: 

● Plugboard
● Keyboard
● Lamp board
● Internal of rotors

What doesn’t work: 

● External of rotors
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VIDEO
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BACKGROUND

Include Enigma’s 
background story and 

efforts to break its 
code.

01

WHAT I ACCOMPLISHED
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PLUGBOARD

Include plugboards for 
the simulator.

05

INTERACTION

Develop a creative 
and interactive way to 
describe how Enigma 

works.

02

COLOSSUS

Investigate how the Allies 
broke Enigma’s code and 
the role Colossus played 

in the effort.

06

SIMULATOR

Develop an 
application that 

simulates an Enigma 
Machine.

03

DECODE
Provide encoded messages 
for the user to simulate the 
methods used by the Allies 

to obtain correct initial 
settings.

07

VISUALS

The simulator should 
visually demonstrate 
the encoding steps.

04

PHYSICAL

Look into constructing a 
physical Enigma Machine 
that encodes messages 

the same way as the 
simulator.

08



● A working physical model
● A mode where users can attempt cracking the code
● Replicating Colossus

EXTENSIONS
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Thanks to…

Abby Kramer
Dr. Meyer

Dr. McVey 
Dr. Pankratz 

Dr. Olson
Ben Stafford
SNC Physics Majors

Geeks for Geeks 
Stack Overflow
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QUESTIONS?
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